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Handling Instructions
This document is entitled Organization Business Continuity Plan. All associated appendices, attachments, and supplemental documents should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from the [Title] (or designee), is prohibited.

Questions or concerns related to this document should be directed to the following point of contact:

[Name]
[Title]

[Address]
[Phone Number]

[Email]

Security Directive

The information included herein is considered sensitive. Therefore, distribution is restricted to Organization personnel with a need to know.  Not for public release. 
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General Considerations and Planning Guidelines

Purpose
The purpose of this plan is to ensure that the Organization’s critical business functions (CBF) can be performed, or rapidly and efficiently resumed, following an emergency.

Scope
The Organization Business Continuity Plan (BCP) outlines the continuity policies and activities in four key areas: preparedness, response, recovery, and mitigation. Each area is defined as follows:

· Preparedness efforts focus on identifying risks, critical business processes, and systems; recognizing potential continuity problems affecting the Organization; and taking steps to prevent or mitigate those problems.

· Response involves recognizing and responding to an emergency, providing a warning system, identifying protective actions, and ensuring that critical department activities are carried out.

· Recovery efforts include conducting short-term and long‐term strategies to restore operations following an emergency, including identifying ways to prevent or mitigate a hazard’s impact on the Organization.

· Mitigation actions will include reviewing critical processes, risks, and potential problems to identify preventive actions to reduce the impact to vital systems, records, and personnel safety.

The BCP outlines procedures to help the Organization continue its CBFs under all threats and conditions, with or without warning. This document describes the actions to be taken to restore the Organization CBFs within 12 hours of activating the plan and to sustain those operations for up to 30 days.

Examples of circumstances that may require activation of the BCP include the following scenarios:
· Notification of a credible threat to facilities or operations that cannot be mitigated through additional security and administrative measures

· A facility-based emergency, such as a fire, power outage, or water line break in a building

· A large-scale, widespread emergency, such as a major winter storm, flood, hurricane, or tropical storm that requires the evacuation of a large geographic area

· The inability of available staff to perform the work functions of their respective departments or offices

· [Add additional circumstances if they apply here, or delete the text]

· [Add additional circumstances if they apply here, or delete the text]

· [Add additional circumstances if they apply here, or delete the text]

· [Add additional circumstances if they apply here, or delete the text]

Situation
Continuity requirements should be incorporated into daily operations of all Organization programs and services. Further, continuity planning must be based on the assumption that organizations may not receive warning of a disruption or an impending emergency.

Vulnerability

Tompkins County has conducted a comprehensive assessment of naturally occurring and human-caused events that could impact the County and its municipalities, including jurisdictions’ ability to provide essential services to the public. This overall risk assessment is included in the Tompkins County Hazard Mitigation Plan (HMP).  According to the Tompkins County HMP, the Organization’s facilities are vulnerable to hazards, as shown in Table 1.
Table 1. Vulnerability of Facilities

	Facility
	Hazards

	Facility 1
	Hazards

	Facility 2
	Hazards

	Add rows as necessary
	


Planning Assumptions
The following assumptions were used to develop the BCP:

· A natural, technological, or human-caused hazard has impacted the Organization’s ability to continue essential functions and provide support for day-to-day operations.

· A widespread illness, such as a pandemic influenza or high-consequence disease (HCD)
 such as coronavirus.
· Some or all Organization facilities may be uninhabitable.

· Back-up facilities and/or systems may be unavailable.

· Communications will likely be disrupted. Telephone and cellular communications may be affected by the emergency.

· Transportation may be disrupted. Roads, bridges, and other transportation infrastructure damage may limit normal transportation, including the ability of employees to report to work.

· Internet service and network access may not be available for an undetermined period of time at an alternate facility.

· Some or all Organization personnel may be unavailable. Lines of succession and/or delegations of authority may be enacted.

· Current resources may not be immediately available at the designated alternate site.

· Emergency operations will be carried out as defined in the Organization’s emergency plan(s).

· The county and/or local government may have proclaimed a State of Emergency (SOE).

· Some or all Organization systems and records may be unavailable.

· Vendors, suppliers, customers, and government agencies that Organization normally works with may be experiencing a disruption in operations as well.
Concept of Operations (CONOPS)

Continuity Program Management 

The following section outlines the continuity program management roles and responsibilities.

Continuity Program Manager

The [Insert Title] will be the Organization’s Continuity Program Manager (Program Manager).  The Program Manager’s roles and responsibilities include:

· Maintain cross‐organizational leadership to manage continuity planning and preparedness.

· Establish and maintain department-level continuity planning.

· Manage the implementation of BCP actions.

The following officials serve as the Organization’s Continuity Management Team (CMT):

· [List officials]

Critical Business Functions

The purpose of a BCP is to provide a plan for the restoration and sustainment of Organization’s CBFs and critical tasks during an emergency incident that causes disruptions to regular operations. CBFs are any service or department that performs operations required by law, agreement, or contract and that cannot be delayed because of a disaster or major emergency for any significant period of time.  The Organization’s CBFs are listed in Table 2.
Table 2. Critical Business Functions
	Critical Business Functions
	Priority 
(1-4)

	[CBF 1]
	

	[CBF 2]
	

	[CBF 3]
	

	[CBF 4]
	

	[CBF 5]
	

	[CBF 6]
	

	[CBF 7]
	

	
	


Business Impact Analysis
Business Impact Analysis (BIA)

Organization has undergone a business impact analysis (BIA). The analysis included a discussion of specific CBFs; critical tasks; and associated staff, resources, logistics, and other external dependencies.  The Organization’s CBFs and the related BIA information is provided in the tables below.
	CBF #1:  CBF Text
	Leadership/Staff: 

Identify key department leaders and staff (by position or title) who lead or participate directly in performance of the CBF.

	CBF Narrative: 

Describe the necessary steps to perform the CBF.

	CBF Systems/Files/Records & Data:

Identify the necessary equipment/files/ records/data to perform the CBF, considering: 
· Can the CBF be performed virtually, or does it require onsite computer(s)?
· Does the CBF require specialized software?
· Does the CBF require constant external communication? (i.e. Internet connection, Email, etc.)
	Additional Personnel Need (identify by Title):

Can the task be performed by midlevel or lower-level staff, or does it require leadership/decisionmakers/ policy makers? Is there any formal authority required to complete the CBF?

	Facility Requirements: 

Describe the facility requirements to perform the CBF, which may include office space, storage requirements, etc. 

	Critical Resources and Logistics: 

What resources/supplies/hardware is required to perform the CBF? Is there a need, or a plan in place, to mobilize any/all resources?

	Dependencies & Interdependencies (Contracts, Vendors, & Supplies) 
Briefly describe the impacts of this CBF not being functional.  That is, if this service is halted for # of hours, what is the impact to the Organization?  If no impact, you can indicate “no immediate impact to life or property.”
What other organizations do you rely on to complete this CBF? 
· What do these organizations do to fulfill the CBF?
· Can those needs be met outside of normal business? If no, provide additional detail as to why.
What organizations rely on this CBF?
· Of those indicated, which ones are of the highest priority, with reference to the need of the CBF?
· What contracts and/or supplies are needed to complete the CBF?


What documents/records are needed to perform the CBF? If needed, can they be accessed and/or utilized remotely?

	Identify general and unique communications and IT requirements to perform the CBF. For example, IT staff requires a computer and connectivity to the Internet.

	Other (Signatures, Approvals, Time Constraints, Processing Instructions):
Indicate any additional comments, needs, or other information, which was not covered by the other sections.


[Add a table for each CBF.]

Deadlines and Critical Events
Table 3 outlines the Organization’s deadlines and critical events that must be considered upon plan activation.
Table 3. Deadlines and Critical Events
	Deadline/Critical Event
	Due Date
	Reporting Department/Program

	Event 1: 
[Insert text]
	[Insert text]
	[Insert text]

	Title of Person Responsible: 

[Insert text]
	
	

	Event 2: 

[Insert text]
	[Insert text]
	[Insert text]

	Title of Person Responsible: 

[Insert text]
	
	

	Event 3: 

[Insert text]
	[Insert text]
	[Insert text]

	Title of Person Responsible: 

[Insert text]
	
	

	Event 4: 

[Insert text]
	[Insert text]
	[Insert text]

	Title of Person Responsible: 

[Insert text]
	
	

	Event 5: 

[Insert text]
	[Insert text]
	[Insert text]

	Title of Person Responsible: 

[Insert text]
	
	


Resource Requirements/Outstanding Logistical Support
The Organization has vendors currently on contract to provide needed supplies and critical resources. Any needed items will be requested through the [Title] (or designee) following emergency procurement guidelines.

[Insert any additional purchasing or requisition details]

Departments have identified software and/or applications and other resources in this plan that are critical to maintain a continuity environment. Organization’s IT staff may be unable to provide all resources referenced in this plan, without interruption, either during or for some undetermined period of time after a disaster.

Alternate Facilities 
If the primary office is uninhabitable, business operations can be carried out at the alternate location(s) listed in Table 4.

Table 4: Alternate Facilities

	Department
	Alternate Facility(ies) and Address(es)
	Hot/Warm/
Cold/Telework

	List alternate facilities by department
	
	

	
	
	

	
	
	

	
	
	


Succession, Delegation of Authority, and Devolution

In the event that specific individuals are unavailable, critically injured, or deceased, the BCP details the necessary lines of succession, delegations of authority, and devolution policies necessary to continue operations.

Leadership Lines of Succession (by Title) 
Lines of succession are often referred to as “bench depth.” As part of the BCP development process, lines of succession have been identified for critical staff positions. To the extent possible, three levels of succession have been identified for each critical staff member. 
	Primary Staff Position: (title)
	[Insert text]

	Related CBFs: (list by number, e.g. CBF#2)
	[Insert text]

	Department/Program/Unit: 
	[Insert text]

	Succession Position 1: 
	[Insert text]

	Succession Position 2: 
	[Insert text]

	Succession Position 3:  
	[Insert text]


[Add a table for each critical staff position (by title)]
Department Delegations of Authority and Triggers

Delegation of authority differs from lines of succession. A delegation of authority provides specified individuals with the authorization to act on behalf of the previous incumbent for a specified purpose or duty. Department-level delegations of authority transfer the responsibility of CBFs from one position to another position within the department or to an external department. 
Several authorities were identified by the Organization as critical to carrying out CBFs.  They are listed below, with information regarding when those authorities would be delegated to another staff member.

	Authority:
	[Insert text]

	Position: (title)
	[Insert text]

	Triggering Conditions: 
	[Insert text]

	Position is Delegated to Whom? (by title)
	[Insert text]

	Allotted Time:
	[Insert text]

	Rules: 
	[Insert text]

	Tasks:
	[Insert text]

	Limits:
	[Insert text]


[Add a table for each authority]
Devolution
Operations may include devolution practices established by policy. The Organization has established / does not have a devolution plan.
[List and describe operations that are planned for devolution]

Preparedness

Individual and Family Preparedness Planning

Organization personnel must prepare for a continuity event. Personnel should plan in advance for the actions to be taken in an emergency and are encouraged to develop personal preparedness plans to increase individual and family preparedness.
 Personnel are encouraged to test these plans during continuity exercises to validate their preparedness actions and update their family communications plans.

Go-Kits/Drive-Away Kits

All Organization leadership have the responsibility to encourage the creation and maintenance of department or programmatic go-kits or drive-away kits. The purpose of these kits is to capture key information, supplies, and systems and back up vital records or documentation to restore CBFs and critical tasks. Where possible, employees are encouraged to maintain and take go-kits with them when evacuating their own facility. To the extent possible, go-kits or drive-away kits should be pre-staged at the pre-determined alternate facilities. Table 5 provides a list of items included in these kits.
Table 5. Go-Kit/Drive-Away Kit
	[OPTIONAL – Edit as appropriate] Go-Kit/Drive-Away Kit Contents

	· Identification and charge cards (purchasing cards)

· Identification cards/tags

· Travel card
· Emergency clothing (vests, hats, etc.)
	· Contact directory

· Emergency phone numbers, e-mail addresses, and office addresses

· Employee emergency contacts/next-of-kin information

	· Communications equipment

· Back-up cell phones

· Pagers

· Satellite phone

· Portable radios
	· Food/water

· Non-perishable food (meals ready to eat [MRE], protein bars)

· Bottled water

· Hard candy

	· Critical vital records and procedures
	· List of known accommodations for employees (audio, visual, facility)

	· Location and directions to alternate facility
	· BCP (copies)

	· Maps
	· Flashlights

	· First aid kit
	· Emergency blankets


Kit Maintenance

[Briefly describe the maintenance plan that will be used to maintain these go kits/driveaway kits. For example: The kit contents will be reviewed quarterly or bi-annually by (Title of person).]

Training and Exercise Plan
[Validate/Edit as appropriate]

Quarterly

· Notification and accountability of critical personnel

Annually

· Notification and accountability of all personnel

· Recovering vital systems and records from electronic backups

· Establishing IT connectivity at an alternate facility

· Establishing security at an alternate facility

· Testing power, water, and other infrastructure at alternate facilities

· Assessing telework capacity

Training 

Each department will develop and deliver training sessions, or training may be available through local, regional, or state partners. Organization leadership and critical personnel will receive a basic briefing on the BCP upon hire, on an annual basis, and following any major revisions to the plan. Training will review key BCP concepts and will focus on individual employees’ roles and responsibilities, communications procedures, and lines of succession. Individual department leadership has identified essential personnel and has established the necessary training to support department CBFs.

Training will address the following topics, at a minimum:

· Response organization

· Relocating to alternate facilities

· Implementing telework

· Resuming normal operations at primary facilities

· Communications and IT systems

· Vital records

· Lines of succession and delegations of authority

· Individual and family emergency preparedness

Exercises

Exercises (drill, tabletop, functional, or full-scale) will be designed, delivered, and evaluated by the [Title].  All exercises will include a hotwash immediately following exercise play. An AAR/Improvement Plan (IP) will be developed following all continuity exercises. The AAR/IP will document exercise successes, noted improvements to be considered, and remaining issues to be addressed.

Exercises will include the following elements at least once every 2 years:
	· Overall coordination
	· Restoration of vital records and systems

	· Communications
	· Establishment of alternate facilities or work sites

	· Employee and stakeholder notification
	· Telework

	· Damage assessment
	· Devolution

	· Accessing vital records
	· Reconstitution


Response
Plan Activation

[Validate/Edit as appropriate]

This plan may be activated when any of the following conditions are met: 

· The Program Manager determines that an incident warrants activation of the BCP.

· An incident with or without warning occurs that warrants consideration to enter a continuity environment. This incident can happen during or outside of normal business hours.

· Critical information technology (IT) infrastructure is temporarily or permanently unavailable.

· Forecasted events (such as an impending storm or a terrorism warning) occur.

· The decision is made by leadership to devolve function(s) from department or Organization leadership to those pre-identified parties that are not impacted by the immediate threat.

· The use of an alternate facility(s), implementation of telework, or both is warranted.

The decision to activate the BCP will be based on the type of incident, the severity of the incident, and the impact to overall public safety. Table 6 includes the specific activation considerations for BCP activation-based events with or without warning.

[Add any additional department specific activation considerations to the table]

Table 6. Activation Decision Considerations [For discussion and validation]

	Activation Decision Considerations for BCP Implementation 

	
	During Business Hours
	After Hours

	Event WITH Warning
	· Are facilities or the surrounding areas at risk?

· Are personnel at risk?

· Will personnel, patrons, or customers be at risk if they remain in the area?
	· Is the risk going to impact facilities or the surrounding area?

· Which leadership should be notified?

· Which stakeholders should be notified?

· Is it safe for employees to return to the facility for work the next day?

	Event WITHOUT Warning
	· Is the facility affected?

· Are multiple facilities affected?

· Are personnel affected?

· Have personnel, patrons, or customers been evacuated?

· What life-safety measures are implemented (e.g., shelter-in-place instructions)?

· What are the instructions from first responders or emergency services?

· What operations need to be quickly restored (e.g., communications, IT)?
	· Is the facility affected?

· Are multiple facilities affected?

· What life-safety measures are implemented (e.g., shelter-in-place instructions)?

· What are the instructions from first responders?

· What operations need to be quickly restored (e.g., communications, IT)?


Upon activation of this plan, the Program Manager will convene the CMT as soon as possible to obtain critical information and determine the appropriate continuity objectives to restore CBFs. The CMT will convene at the Facility unless directed otherwise.

Employee life and safety concerns will be the immediate priority of the CMT. The CMT will provide recommendations about the release or relocation of essential personnel and other employees to the CMT and department heads. The Program Manager will work with the CMT to ensure that initial staff notifications are carried out in accordance with the Notification and Accountability section of this plan.

Initial Impact Assessment

The initial impact evaluation will assess the following factors: [Edit as appropriate – add/delete]

· CBFs impacted

· Extent of physical damage to facility(s)

· Amount of time estimated to repair a primary facility(s) or find a new permanent facility(s)

· Accessibility of primary work locations

· Administrative units that may be affected

· Functionality of communications systems

· Accountability and availability of critical personnel

· Accessibility of vital records

· Availability of vital systems, equipment, and supplies

· Availability of alternate locations

The following departments may have critical information on the impact of the event: [Edit as appropriate – add/delete]
· List departments that may have critical information

Additional partners that may have critical information on the impact of the event: [Edit as appropriate – add/delete]
· List external agencies/organizations that may have critical information.

Notification and Accountability

Notification 

For an event or activation of the BCP, the [Title] (or designee) will ensure that alerts are sent to all staff via the [Identify your notification system].
The following information shall be distributed to all employees:

· Plan activation notification

· Status of operations

· Anticipated duration of modified operations

· Relocation status

· Communications methods to use

· Any immediate steps for employees to take (e.g., do not report to work, or periodically check in by conference call)

[Add additional details here as appropriate, how will departments notify employees, community partners (if applicable), vendors, etc.]

Accountability

For initial notifications, Organization leadership will establish the following means for accounting for all employees. 
[Describe methods for assuring employee accountability here. Examples: (1) daily conference call for all employees, (2) email updates, (3) individual programs/unit will meet in person or virtually and report back to leadership]

Notification 
Once the [Title] (or designee) makes the decision to activate the BCP and to alter and/or modify operations, all appropriate individuals will be notified through all applicable means, which include but are not limited to:
· List the methods that you will use to notify your personnel (e.g., notification system, blast email, phone calls, etc.)
· Also list how you will notify customers and other stakeholders of altered operations or backup locations.
Ongoing Communications

Internal

Over the course of the response to and recovery from the event that caused the activation of the BCP, the the [Title] (or designee) will send a daily (at a minimum) communication via e-mail (or the means available) to all Organization leadership and employees. This daily communication will serve the following functions:

· Update employees on the status of operations.

· Provide information on the amount of time the Organization expects continuity operations to continue.

· Identify any succession, delegations, or devolution of authorities that were implemented and explain their impacts on critical personnel and operations.

· Identify appropriate point(s) of contact for questions about pay, benefits, leave time, telework, mental health services, and other types of assistance.

External

Routine updates will be provided to the following entities, as needed:

· Suppliers

· Customers

· Government agencies

Routine updates will be established based on resource availability and severity of the event. The schedule will be provided to all stakeholders. Ongoing communications will occur through a variety of systems, listed below.

· Internal staff

· List the methods that you will use to provide information to your personnel

· External

· List the methods that you will use to provide information to the public and other stakeholders

[Department Name] 

[Add any department-/office-specific information related to internal ongoing communications here] 

Emergency Response Organization
Specific emergency response protocols are accounted for in the Organization’s emergency plan(s). Figure 1 below demonstrates the organizational structure during a continuity incident within the existing emergency response framework for the Organization.
[Edit the organization chart or insert existing chart]

Figure 1. Organization BCP Organization Chart

[image: image4.png]



Continuity Activation Levels
Table 7 outlines the Organization BCP Activation Levels. 
[Add or edit the table as appropriate for your Organization.]

Table 7. BCP Activation Levels

	Response Level
	COOP Activation Level
	Characteristics

	· Response Level 1: 
Controlled emergency situation without serious threat to life, health, or property, which requires no assistance beyond initial first responders.
· Response Level 2: 
Limited emergency situation with some threat to life, health, or property, but confined to limited area, usually within one section of the Organization or involving a small portion of the population.
	Level 1: Limited BCP Response: 
Minimal disruption of normal operations with the potential to temporarily impede an agency’s ability to conduct its CBFs (e.g., 4–12 hours offline).
	· The disruption is resolved within 12 hours and has no serious ramifications.

· Examples include winter storms or temporary power disruptions.

	· Response Level 3: 
Reflects a serious situation or potential for a serious situation with threat to life, health or property involving large area of the Organization and/or when one to three such incidents are occurring simultaneously, or when the potential for a regional or statewide emergency exists.
	Level 2: Partial BCP Response: 
A moderate disruption of normal operations with the potential to partially impede the Organization’s ability to conduct its CBFs (e.g., 12–72 hours offline).
	· Portions of the BCP may be activated and the disruption is resolved within 72 hours.

· Examples include long-term power outages (lasting more than 48 hours), small incident in a specific building location, or moderate weather impacts (tornadoes, high winds, hurricanes, or tropical storms).

· Employees may be instructed to work from home.

· Alternate locations may be activated if facilities are not accessible.

	· Response Level 4:

Signifies the existence of an Organization-wide, regional, or statewide situation with significant commitment of resources and/or major commitment of resources out of the region.
	Level 3: Full BCP Response: 
A major disruption of normal operations with the potential to severely impede an agency’s ability to conduct its CBFs (e.g., greater than 72 hours offline).
	· Will likely require relocation to an alternate facility with full implementation of the continuity plan; it could be several days, weeks, or months before returning to normal day-to-day operations.

· Examples include severe facility damage with long-term impacts or large fire resulting in total building loss.

· Alternate locations most likely activated.


Critical Recovery Tasks
Critical recovery tasks support the restoration of the Organization’s CBFs, Table 8 generally prioritizes the critical recovery tasks.
[Add or modify tasks below]

Table 8. Prioritized Critical Recovery Tasks

	Priority
	Critical BCP Recovery Tasks

	H
	Recognize the need to activate BCP

	H
	Coordinate decision to activate BCP

	H
	Activate BCPs

	H
	Notify employees, and internal and external stakeholders

	H
	Assess status of devolved functions

	H
	Begin process of restoring critical functions for each department

	M
	Account for staff at alternate work site; check in, brief, and assess status

	M
	Activate alternate site(s); implement telework protocols

	M
	Assess effectiveness; request assistance to remedy challenges

	M
	Conduct outreach to internal and external stakeholders

	M
	Devolve functions to external points of contact

	M
	Mobilize and deploy staff to alternate site(s)

	M
	Establish department operations at alternate sites

	L
	Stand by for notification on return to normal status

	
	[Others?]


H=High, M=Medium, L=Low

Recovery and Demobilization
Recovery and Reconstitution
For the purpose of planning for continuity of operations and government, “recovery” includes those strategies employed by the Organization to restore normal operations. Recovery strategies include identifying ways to prevent or mitigate the impacts of potential continuity events. “Reconstitution” is the process by which Organization personnel will resume normal organization operations from the original or new facility.

Recovery and reconstitution procedures will commence when the CMT determines that the incident or emergency that prompted the BCP activation has ended and is unlikely to reoccur. These reconstitution plans are viable regardless of the level of disruption that originally prompted implementation of the BCP.

Reconstitution Manager/CMT 

The CMT will serve as the primary point of contact for reconstitution activities as well as for all phases of the reconstitution process. To support the reconstitution process, the CMT as a whole or in part (dependent on the event) will serve as the planning group for reconstitution, with the Reconstitution Manager as the established lead. The [Title] (or designee) will appoint a Reconstitution Manager at the time of the incident. Each department will designate a reconstitution point of contact to work with the CPM and as a liaison between the reconstitution efforts and their own departments.

Within 72 hours (or less) of the activation of the BCP, the CMT will initiate and coordinate operations to perform damage assessment, restoration of physical operations, and recovery. The CMT will seek to assess the status of the facilities affected by the incident by consulting the appropriate departments and vendors.

Upon obtaining the status of the facilities, the CMT will determine the amount of time needed to restore or repair the affected facility or acquire a new facility. The CMT will formulate a plan for reconstitution and recovery of primary operating facilities and work with local partners to receive the appropriate feedback and approval, including required repairs, building and code approvals, clean-up services, and other safety concerns in consultation with the Reconstitution Manager. Recommendations will be discussed with the [Title] (or designee), CMT, and appropriate department heads to determine next steps.

[Add any specific Department information]

Recovery Levels

Based on the damage sustained, recovery and reconstitution time may vary from one day to several months. The first critical step in damage assessment will be to determine if the facilities are re-inhabitable.
Figure 2 demonstrates recovery levels and corresponding actions and reconstitution steps.
Figure 2. Recovery Levels

Recovery Level 3 ( 0 to 72 hours)
· Using available information, determine impact to the departments or services affected.

· Conduct facility damage assessment and determine habitability or reoccupation based on the following categories:

· Facility no damage: Reconstitution Manager and/or CPM notifies department heads that facilities are usable, and staff can return to regular operations.

· Facility damaged/repairable: Reconstitution Manager and/or CPM develops a reoccupation plan and provides recommendations for short-term to interim facility needs.

· Facility damaged/long-term repairs: Reconstitution Manager and/or CPM develops a reoccupation plan and provides recommendations for long-term facility needs.

· Facility destroyed: Upon determination that a facility is destroyed or will not be habitable for extended period (or ever), the Reconstitution Manager and/or CPM will work with department heads to identify long-term space needs, equipment, and supplies and work with the appropriate officials to secure a long-term (or permanent) space.

· Determine when critical services can be restored (e.g., water, power) to the facility(s).

Recovery Level 2 (1 to three weeks)
· Facility damaged/repairable: The Organization implements the reoccupation plan; affected departments use short-term or interim alternate facilities to begin restoring CBFs.

· Facility damaged/long-term repairs: Temporary facilities are identified, furnished, and have communications/computer/IT connectivity. Affected departments resume CBFs and other services, as able, based on incident impacts.

· Facility destroyed: Long-term facilities (or new permanent facilities) are identified, secured, and set up. Affected departments resume CBFs and other services, as able, based on staff and facility availability.

Recovery Level 1 (as able)
· Reoccupation or relocation plans are implemented.

· Offices maintain operations at primary sites or temporary sites.

Fully Restored
Upon verification that the required capabilities are available and operational and that affected departments are fully capable of accomplishing all CBFs and operations at the new or restored facility, the [Title] (or designee) along with the CPM and Reconstitution Manager will work with department heads to confirm the return of personnel, equipment, and vital records to the normal facility (temporary or new based on the event).

Personnel (Human Capital)
Based on the extent and impact of the event, Organization departments may experience staffing shortages or losses.

[Add details here about how the Organization will address staffing issues or concerns. The following steps for reconstitution of staff are provided for reference, keep these if appropriate and edit as applicable:

· Leverage contracts.
· Collaborate with other organizations to share staff or services.
· Survey retirees willing to return on a contract basis.]
Documentation for Demobilization
The Organization has identified individual vital records, forms, and critical IT systems for maintaining its CBFs.  These are identified in the Business Impact Analysis, above.  Additional documentation that will be considered critical and necessary for recovery and reconstitution are:

· Any vendor agreements established in response to the event

· Receipts, purchase orders, vouchers, or account statements

· Other documentation to be determined at the time of the event
Plan Maintenance and Distribution
The [Title] is responsible for maintaining the Organization BCP. All changes will be incorporated annually in alignment with the Organization emergency plan update process. Revised copies or pages will be distributed in a timely manner. 
[image: image1.jpg]Department
of State

NEW YORK
STATE OF
OPPORTUNITY.





This Business Continuity Plan template was prepared with funding provided by the New York State Department of State under Title 3 of the Environmental Protection Fund.

� HCDs are diseases that are highly transmittable or highly infectious. HCD emergencies are caused by organisms such as bacteria, viruses, or toxins, and include man-made (e.g., acts of bioterrorism) and naturally occurring emerging infectious. Severity and impact of a highly infectious disease depends on several factors, including but not limited to biological agent, scale of exposure, and mode of transmission. Examples include coronaviruses (e.g., Middle Eastern Respiratory Syndrome Corona Virus [MERS CoV]) and viral hemorrhagic fevers (e.g., Ebola Virus disease).


� Individual and family preparedness templates are available at � HYPERLINK "http://www.ready.gov" �www.ready.gov�.












